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MONITORIZA
¢WHAT IS MONITORIZA?

Monitoriza is a monitoring and control system (SCADA Supervisory Control & Data
Acquisition) which covers the requirements of any project, both basic and advanced.

Monitoriza allows us to create solutions for capturing information in industrial
processes or any other field. With that information, the process gets a feedback and
can be used for decision making.

It consists of three parts:

- A project editor for defining all the elements.

- A server that will execute the project and will ensure communication with the
process (data acquisition, process benchmarking, etc.).

- A client that displays, visually, the information of the processes that are being
monitored.

Monitoriza is a flexible system in their configuration because it can be run by multiple
users simultaneously. It can operate on a stand alone or infrastructure, on a local
network or through remote sites connected via the Internet.

Among the main features of Monitoriza can be highlighted:

A Simple and immediate product installation.

A Easy setup, even if it is a remote installation (WAN), because communications
between client computers and server are based on Internet standards (HTTP

protocol).

A Includes ModBUS native communications, Ethernet S7 for S7-300 and OPC
connectivity.

A No programming required to create fully functional projects, simply "drag and
drop” SCADA objects on the forms and set the corresponding properties for a
working solution.

A If required advanced functionality, not covered in the objects defined in SCADA,
there is no problem because Monitoriza can be extended by programming in C # or
VB.Net. It is also possible to use third-party libraries developed for. NET Framework
for Windows.

A The creation of the graphical user interface is based on technology Microsoft
Windows Forms Designer © which greatly facilitates the design.

A At the project level, we can define users and permissions assigned to each of
them. For example you can have only Read permissions or have full access to a
form.

A Immediate definition of alarms.

A Effective operations monitoring.

A Increased instantaneous information.
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A Easy tracking for variables.

A Information in several accessible formats. Monitoriza can store monitorized )
variables in standard databas e s on the mar ket (Microsoft E

Microsoft E Access E, Oracle E, etc.).
A Minimum investment and immediately redeemable.

A Definition of recipes using templates, with a user control to use recipes.

A Functions for loading batch recipes per event.

A Monitoriza provides server variables defined by OPC services and external

applications that can connect to Monitoriza and access variables for use. (This
service is only available in the Monitoriza Professional version and above).

MONITORIZAT ACIMUT S.L. PAG: 6
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INSTALL
Monitoriza has a very simple installation. It consists of two files, setup.exe and
Installation Monitoriza.msi. Double clicking on setup.exe and installation begins.
Monitorizar equi re t he. Net Fr ame woifrtHat isthot Wstatled o w s
you will get the following dialog window:
 Instalacién de Monitoriza g|
Para los siguientes componentes:
.HET Framework 3.5 5F1
Lea el giguiente Contrato de licencia, Presione la tecla b Pag para ver el
1ezto del contrata.
TERMINOS SUPLEMENTARIOS A
LA LICENCIA DE USO DE
SOFTWARE DE MICROSOFT
MICROSOFT .NET FRAMEWORK
3.5 SP1 N
@ ‘er CLUF para imprimirlo
iAcepta log términos del Contrato de licencia pendiente’?
5 elige Mo, =e cenara el programa de ingtalacian, Para instalar, primero
debe aceptar los términos de este Contrato.
[ Arcepto ] I Mo acepto
lllustration 1 - .Net Framework 3.5 SP1
In which we are asked for the License Agreement of .Net Framework from Microsoft.
Then, install proceeds to download from the Microsoft website and install the
appropriate package
% Instalacion de Monitoriza
:-b Inztalando MET Framewark 3.5 5F1...
(AEEEEEEEEEEEEEEN |
lllustration 2 6Net Framework 3.5 SP16Download
User Manual
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g

Once installed, start the installation of the Monitoriza main module:

de Acimut Monitoriza

Bienvenido al Asistente de Instalacion de
Acimut Monitoriza

El Asistente de Instalacién instalard Acimut Menitoriza en su
ordenador. Pulse Siguiente para continuar o Cancelar para
salir del Asistente de Instalacidn.

Acimut

Alras [ Siguiente ] [ Cancelar ]

lllustration 31 Welcome screen

Clicking on the Next button appears the custom installation screen, in which we can
select the system elements that we want to install. These elements are the Editor,
that lets you create and modify our Scada forms, the Client, which set the
environment for project implementation and SCADA Communication Server , for
establishing communications with both the OPC servers(and databases) and PLC.

T Instalacion de Acimut Monitariza

Instalacion Personalizada

Seleccione la forma en la gue desea que se instalen las funciones.,

Pulse en los iconos del siguiente &rbol para cambiar la forma en la que se instalaran las
funciones.

=3 - | Monitoriza Editor de proyectos Scada
=T Monitoriza
- =3+ | Cliente
- =3+ | Servidor Comunicacones

Esta funcidn necesita 2952KE en su
disco duro.

Buscar...

Regetear ] [gsodeDism] [ Alras l[ Siguiente ] [ Cancelar

lllustration 4 i Custom setup

MONITORIZAT ACIMUT S.L. PAG: 8
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On the next screen we will click on the Install button to start the installation process
itself:

Preparado para instalar Acimut Monitoriza A

Pulse Instalar para empezar la instalacidn. Pulse Atras para revisar o cambiar cualquiera
de las opciones de instalacidn. Pulse Cancelar para salir del asistente,

Afras I[ Instalar ] I Cancelar

lllustration 5. Setup complete

Acimut Monitorizai s compati bl e with oper &tistmP,syst ems
2003 and 2008 the only requirement is to have installed .Net Framework 3.5 SP1
Microsoft.
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EDITOR

Acimut Monitoriza Editor is one of the three main components of the system, with
it we can create, design and modify our scada projects that are then executed
through the Communications Server and Client Scada .

When you create or modify a scada project, using the publisher you can define
variables and alarms, create forms to graphically display the values of the variables,
store in a database the values of variables, keep a history of alarms, graphically
show the variable values stored, write variables on a PLC (or other devices) and
manage who can access the project resources.

The Editor User interface is what can be seen in the two following illustrations:

iMonitoriza! - Scada Acimut

Archive  Editar Ver Herramientas  Ayuda

DEWE# XKba | b |92 oW B8 S8 Tal ¢+ 480l
ToolBax 2 Formulario 1 4 b x || Exploador L
Disefio =] Proyecto

Windows 4 Formulario s ™[] Formulario?

Controles Usuario

Scada

Boton

[ BotonEstado

A Etiqueta

| GrupoOpciones
&) ImageList
Indicadoranalogim
IndicadorlL.CD
IndicadorLeds
ITE indicadarhumerico
I Level

A LinkLabel

& PanelImagenes
71 ProgressBar

W Recipe

(] TedadoNumerico
% Temporizador
Tendencia

abl Texto

[#-] TextoConMascara
. ToolTip

[0 TrackBar

M ToolBox |G Variables M Explorador |{§8 Propizdades
lllustration 6- Editor 1
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" iMonitorizal - Scada Adimut - manual’
Archivo  Editar  Ver  Ayuda
NEdsa s X G (RN R U s S Bl =R e ST S RN 4

Variables 7 Formulariol q b x || Eplorador

- - (Sl

Servidores ] & mand
=il ModBusRTU =] =] Fomnulario
=l Grupol

bl Registro
Bbl Registro?

4 Formularic

~-fsb] Regisiro3.
/bl Regisirad.
b Registrob
-l Grupo2
abl Registrob
bl Registro?
bl Regstrof
~-fsb] Regisirod
bl Registro10
-Gl Grupe3
bl Registro Tl
i} ModBusTCP
{ifl Smaticl5057
(il OFC

gl
Bl Alammas
(Tiene Aamas)  False
Bl Caracteristicas.
(Signo) Unsignedinteger
(Tipo de valor)  Single_Word
lado

Escalado False

Nombre Registro
Registro autsmat: MW6

Bl Simulacion )
Tipo Simulacién  Marnual

Registro autémata
Registro del autémata

ToolBox | 8 Variables a + || 22 Explorador |[Bh Propiedaces

lllustration 7 7 Editor 2
Let's see in some detail each part of the user interface.

At the top is the menu bar and toolbar with standard elements such as operations to
open or save a project, editing operations (copy, cut, paste ...) and operations for
formatting and alignment.

Archivo  Editar  Ver Herramientas  Ayuda
DEEHE” X B2 (RS A A AR R O N AR LRI ¢
lllustration 8 i Menu bar and toolbar

On the sides are browser windows of the project, the toolbox, the server features
and variables and the properties window.

User Manual
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The project explorer window shows the list of forms that conforms our project and
with a double click we can display the form in question, we may also use the context

menu to perform certain operations on the forms, as illustrated in next image.

U

< iMonitoriza! - Scada Acimut - Demo automata ModBusTC

Archivoe  Editar  Ver  Herramientas  Ayuda
DEHE 7 (9 -&- X5 R
Exploradar o Formulario 1 Fgrmulario2 Formulario3

= Dlemo automata ModBusTCP

Farmularia
Formulario2
Farmularo3

o-' Formulario

Establecer formulario inicial

Eliminar

Guardar fermularie come...

Agregar formulario...

| ——

lllustration 97 Project explorer window

The ToolBox window allows us to add components to forms, with these components
we design the forms and give them the desired functionality, or use components that
allow us to view or modify the variables or parameters that we want to monitor
(Scada tab) or components used to control the flow of application and define its
design or appearance (Layout and Windows tab).

ToolBox: ToolBox n ToolBox:
Disefio | Disefio Disefio
Windows I Puntero Windows
Cortroles Usuario ¥ Elipse & Puntero
Scada !J Imagen CheckBox
& Puntero /" Linea B CheckedListBox
Boton 1 Rectangulo =3 ComboBox
[ BotonEstado R Rotulo T DateTimePicker
v
A FEtiqueta GroupBax
" GrupoOpciones €3 HsScrollBar
(=} Imagelist =. ListBox
—
IndicadorAnalo gico MonthCalendar
= ) ’
[iii IndicadorLCD 1% NumericUpDown
IndicadorLeds {71 Panel
ﬂTr IndicadarNumerico | PictureBox
) Level (' RadioButton
A LinkLabel TabControl
o B= o
|&] Panelimagenes —3 RichTextBox
A
) ProgressBar w VscrollBar
i Recipe __j WebBrowser
J TedadoMumerico
Temporizador
Tendencia
abl] Texto
#-| TextoConMascara
R__—' ToolTip Scada
U~ TrackBar
Controles Usuario Scada
Windows Cortroles Usuario
(54 ToolBox |54 Variables &4 ToolBox | BY Variables {54 ToolBox [G8 Variables

Illustration 10 7 Toolbox

The window of features and server variables allows us to define parameters for each
communication server that we define in the project, such as the IP address of the
PLC with which we communicate and the characteristics of groups and variables

defined on each server.

MONITORIZAT ACIMUT S.L.
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Variables x Variables S
Servidores ‘ ‘ Servidores...
- ModBusRTU (i ModBusRTU
R | ModBusTCP| £ (il ModBusTCP
{ Bz Grupod =58 Grupod
-Jabl] Registro12 t..fabll Registro12
bl Registro13 abll Registro13
~{zbl] Registro 14 abl| Registro14
f-{abl| Registro15 abl| Registro15
[z Grupo5 [ Grupo5
| =) Grupos
i ifE3) GrupoT *[5) Gupo7
il SimaticlSOS7 ~{lif SimaticISOS7
“-{fj{} OPC -{lif OPC
2| 1l
E Grupos TCP El Alarmas
Gupos Grupos (Tiene Alamas False
O Servidor B Caracteristicas
DireccionlP 192 168.1.10 {Signo) Unsignedinteger
SlaveNumber 1 (Tipo de valor) Single_Word
= Escalado
Escalado False
O Registro
Nombre Registro12
Mw 12
O Simulacién
Tipo Simulacié Manual
DireccionlP Registro autémata
Direccidn IP Registro del autémata
ToolBax |5 Vanables ToclBax |53 Vanables

lllustration 11 7 Server & Variables property window

In the Properties window we can define the characteristics of each of the
components added to the forms, for example in the following figure we see that
selecting the IndicadorNumerico component in the properties window will show the
characteristics or properties of that component particularly

- oo e
B A R R R R AR RTINS -
wiod 4 b x || Popiedades I
|Ind\cadnrNumancn1 Controles.IndicadorNumerico  +
f=l=Es B4l &) #
Accesibilidad
=l Apariencia
EBackColor I DimGray
Backgroundimage [ f{ninguno)
Backgroundimagelay Tie
BorderStyle None
Cursor Default
Font Avial; 12pt; style=Bold
ForeColor Il ControlText
ForeColorDecimal I Red
RchtTolef o 1
UseWaitCursor False
Resetear Comportamiento
Datos
Disefio
Foco
E Scada
(Servidor)
Digitos 6
Divisor 1
Formato 0.00
Grupo
Multiplicador 1
UsarBit
Walidaciones I
Walor 1.23
Variable

lllustration 12 7 Control Property window

Keep in mind that although the windows are arranged on the sides, this layout is
configurable, and simply dragging over the title of the window we can position them

more conveniently for our work.
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‘® Monitoriza! - Scada Acimut -

Archive  Editar  Ver Ayuda

DEHEZ (9- X Ea [N U= ST T o S R I TR T S R IETE 4
Formulariod | Fommulaio]l | Formulario3 4 b x || Propiedades % | ToolBax 7
=] [ ~ | [Dsefo ]
o5 Formulario = == B E~ | —
Accesibilidad
5 Apariencia Boton
BackColor [ Cortrl [H Botonestada
Backgroundimage ] (ninguno) A Etiqueta
Backgroundimagelay None ™| GrupoOpciones
Cursor Default IndicadorlCD
Font Microsoft Sans Serf: 8,250t indicadorleds
ForeColor Il CortrolText

[ indicadorNumerico
FomBorderStyle  Sizable & Level

ACACARNFAE R N R
Texd

N Formulario L1 panel
Resetear UseWaitCursor False || Panelimagenes
Comportamiento |8 PictureBox
Datos T ProgressBar
=5 TabControl
B Estilo de ventana

[7] Tecladonumerico

E ControlBox True 7% Temporizador

o HelpBuiton False -
i = lj fean B teeno) Tendendiz o
- nulario2 L 4 b x| IsMdContainer False sbll Texto
MainMenuStip finguno) #-| TextoConMascara
MamizeBox True U TrackBar
a5 Formularic o (&= MinimizeBox True VuMeter
Opacity 100% [5J WebBrowser
Showlcon True
ShowlnTaskbar  True
SizeGiipStyle Auto
TopMost False
Transparencykey [
Foco
B Varios
AcceptButton fringunc)
CancelBution finguna)
Componentes (Coleccior)
KeyPreview False
Accesibilidad

ToolBox | G4 Explorador

lllustration 13 7 Forms & Windows repositioning

Demo: http://www.acimut.com/monitoriza/videos/editorl/default.html

Also, the windows for Variables, Properties, Toolbox and Explorer can set for
automatically hide when they lost the focus making the work surface larger, simply
clicking on the corresponding button on the window title (marked in red in the
illustration below) the window hiddes when lost the focus. To re-view, move the
mouse over the tab that represents the window is visible and if we want to stop
hiding again press the same button to fix your position. Positioning settings of each
window is stored with each project and when we reopen a particular project, the
windows are positioned as they were when we saved the project.

MONITORIZAT ACIMUT S.L.
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w P - — — 5 al
Norates Sats A Do Sl Vo1 e T T NS

Archive  Editar  Ver Hemamientas  Ayuda

DEdE# X da = I Al S R T I S SRR
I'| Vanables I i 4 b x| |Explorador I

Servideres =] Demo automata ModBusTCP
== Formulario 1

B o _TCP) 4 Formulario SI== =y

: Gupol

; G:E;S -2 Fomulario3

&1 Servidor RTU = E"””“:a””g

- Senvidor_OPC ] Fomnulario

5] Servidor_Datos

]
24
Formulario3 " Formulariod 4bx

Bl Grupos TCP

Grupos Grupos:
B Servidor a5 Formularic = ==

DireccionlP

SaveNumber 1

[0foJojofo]0
Resetear

DireccionlP

Direccion P
ToolEc:: | {38 Variables 0 24 Bxplorador |38 Propiedades

Illustration 14 i Auto hide a window

Demo: http://www.acimut.com/monitoriza/videos/editor2/default.html

In the Tools menu we have a couple of options that help us in design tasks

In this menu we have the Options item:

Opciones Disefio.

SnapLines =
GridSize 8:8
Show(Grid True
Snap ToGrid True
|
[
LayoutMode
I Attema el modo de disefio

The options of this menu are:

Layout Mode: We can choose between Snaplines (default) that uses the advanced
positioning features of Microsoft applications; the other possible value is Grid, in

order to use the classical grid, allowing us to set the size between dots using
GridSize property.

We can choose the options for the grid using the properties:
ShowGrid: Show or hide the grid in design mode.
SnapToGrid: If we want to snap the controls to the grid or not.

User Manual
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CREATE APROJECT
STARTING...

To create a project using the Monitoriza editor, at least we must define a
communications server with PLC, the variables that we want access to, that will join
in groups, and at least one form for designing the user interface of the project.

Additionally we can set alarms that are triggered with the conditions that we define,
users and permissions to establish form access to each of the defined user.

In the definition of servers we can also set the database server where we store
permanently the values of the variables we monitored.

Here's how to do each task. To start the Monitoriza Editor we will have to start a new
project by clicking on the New Project option from the File menu .

Archivo | Editar  Ver  Herramientas  Ayuda

|_] Nuevo proyecto  Ctrl+N |
5 Abrir... Ctrl+ A

Muevo p rc‘:-'ecg

lllustration 151 New Project menu

Or else clicking the New Project button in the toolbar.

Archive  Editar  Ver  Herramientas  Ayuda

R

Exploradaor a

.| Nuevo proyecto

lllustration 16 i New Project toolbar icon

Then we define the communication servers with PLC and databases, either by
clicking on the View menu option Servers

Archive  Editar | Ver | Herramientas Ayuda
B = d = %f Ventana Propiedades F4 [
Variables | i1 Servidores... ‘

| Servidares Usuarios...

9]
i ModBusRTU & Configuracién Comunicaciones...
- {fi} ModBusTCP |
—|-[Za) Grupo4
. [abl] Regist
abl| Regist Referencias Cruzadas...
i abl] Regist

Libreria de Personalizacidn...

Libreria de Imagenes...

MNimere de Variables
“ Plantillas de Recetas...

lllustration 17 7 Servers Menu

Or Servers button in the Variables window

MONITORIZAT ACIMUT S.L. PAG: 16
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- iMonitoriza! - Scada Acmut - manual !

Archivo  Editar Ver  Herramientas
DEHEF# 9 - X &
Larzbles ] Foi
(| Servidores. .. |] -
—-fiif§ ModBusTCP
| B-E Grupod
. [abll Registro12
o fabl Registro13
abl| Registro14
¢ [zl Registro15
[z Grupo5
i [Za) Grupob
lllustration 18 - Servers

And we will get the dialog for the definition of the servers.

,_ Servidores =Ny X
Tipo Servidor Tipo Servidor Mombre
T »
ModBus TCP Modbus RTU Servidor_RTU
Simatic 150 57 > QPC Servidor_OPC
QPC = Datos Servidor_Datos
Intemao
Datos
.

Illustration 19 7 Server Definition

Demo: http://www.acimut.com/monitoriza/videos/definir _servidores/default.html

A new project needs at least one server, here is the list of different server types.

Monitoriza have native communication servers with PLCs (Modbus RTU, Modbus
TCP and ISO Simatic S7) and third party servers as OPC, this allows you to connect
a multitude of devices.

If you want to store a history of variable values and/or a history of alarms that occur
in the system, we define one or more database servers in which we will establish the
database used. The definition of data servers will be shown in detail in Section Save
Database

Another possibility is to define an internal data server (Server Type: Interno), by this
server can specify a set of variables that are independent of the variables of the PLC
but can serve to store values such as configuration parameters or values calculated.

Each communication servers with the PLC will have different properties as
discussed below.
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ModBUS RTU

The different properties of a MODBUS RTU server RTU
type are shown below. DataBits 8

Parity N
These properties set the parameters for serial Port 1
communication and the number of slave to connect Slavehumber 1
to a ModBUS environment. It should be noted that Speed 15200
Monitoriza establishes connections ModBUS as a Stopits L
master. RTU Groups

Groups Grupos

lllustration 20 - RTU

ModBUS TCP
The properties of a MODBUS TCP server type: B Server
IP Address
Are the IP address of Modbus devices, in an SlaveNumber 1
Ethernet environment is needed; and the number of B TCFP Groups
slave to connect to a ModBUS environment. It Groups Grupos

should be noted that Monitoriza establishes
connections ModBUS as a master. The use of slave
number allows access gateways.

Illustration 21 - TCP

OPC
OPC stands for OLE for Process Control, it B OPC Groups
is a standard defined by Microsoft which Groups Grupos
aims to unify methods of communication with B Server
all types of devices because of its good Driver
acceptance by various manufacturers, we Mode
can say that there is an appropriate OPC Type

server for any device that is in the market.

The properties that allow us to connect to an
OPC server are as follows: llustration 22 - OPC
We begin by describing the last of these properties, the Type, this is the name that the
manufacturer has given its OPC server, a dropdown will allow us to choose between the
OPC server installed on your machine or in a computer in our network using Node (you
must have the proper permissions, it is operating system dependent, there is abundant
documentation on this subject that its outside the scope of this manual). The property is
vendor-specific driver, we must consult the documentation for each OPC server, is a prefix
that usually defines how we communicate with the PLC and its direction and characteristics.

In the next chart we can see some examples.

Fabricante Tipo Driver Variable
Siemens S7-200 S7200.0PCServer 192.168.100.120:1200:1001, VW1000,INT,RW
Telemecanique Schneider- UNTLWO01:0.254.0! %MW2000
Aut.OFS.2
MBSO03:1/T! %MW?2000
XIP01:192.168.1.2.10.2! %MW2000
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Simatic ISO S7

The properties of a server type Simatic S7 ISO are:

E 150 57 Groups

Groups Grupos
Are the Simatic device IP address, the number of E m
CPU Rack (usually 0), and the slot in the Rack, in fak . To
which lies the CPU (usually the 2). Slot 2

lllustration 23 - Simatic

OPEN AND SAVING PROJECTS

On the File menu options are typical Open ..., Save and Save As ... to allow us to
open previously saved projects and save the changes that we make to our projects.
These operations can also be done from the toolbar.

TT———
* ;Monitoriza! - Scada Acimut - Demo ;

Archivo | Editar Ver Herramienta:

1 Muevoproyecto Ctrl+N
[ Abrir., Ctrl+A

&l Guardar Ctrl+G

Guardar como...

Ner =

CREATE VARIABLES

The variables in Acimut Monitoriza are the basic element of information, with them
we set the bond between the tags and records of the PLC and the various
components of our project, enabling the visualization and modification of the different
elements that we monitored.

The variables are ultimately what we will be measuring or monitoring, including
temperature, pressure, voltage, open or closed status of any of the devices of our
process.

Each Monitoriza variable is defined by three different elements:

The communications server , which refers to the PLC that manages and controls
the device or devices on which we operate or control.

The group, which is a grouping of variables depending on the characteristics of
these, for example by combining the variables that we are only interested to read in
a group and others we want to read and write in another, or if we have a group of
variables we must read with a different cadence from other variables grouped into
different groups. It is also important to consider the communication protocols, so,
when we read a set of records, such records in contiguous PLC memory positions,
reading, either by an OPC server or a server ModBUS, is more efficient if we put the
adjacent records in the same group and will improve the performance of our SCADA.

Name is the symbolic name we give to record the PLC.
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Therefore to create variables once we have established communications servers as

we saw in the previous chapter, we must create the groups to which the variables
will belong

To do this, in the server window click on the three points of the Groups property

' iMonitoriza! - Scada Acimut -

Archive  Editar  Ver Herr:

& W@ s

Wariables o

Servidores...

+-{i] Servidor_TCP
(i Servidor_RTU
+-{fi Servidor_OPC
! _lj Servidor_Datos

B Server
IPAddress
SlaveNumber 1

E TCP Groups

[ECTEM Grupos

Groups
Grupos ModBus TCP

ToolBox Variables

lllustration 24 i Create/Edit groups

Depending on the type of server, group characteristics are similar but with some
difference, so we'll see each in detail.
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Groups ModBUS TCP and ModBUS RTU

Editor de Grupos l P
Miembros: Propiedades de Grupo1:
0 + A
Ims_ |:| 84|
+ B TCP Group
GroupType ReadCoil Status
lsSubscribed True
[EE Grupo
UpdateRate 1000
Wariables Variables
Name |
MNombre del gupo
| Agregar | ‘ Guitar
==

lllustration 257 ModBUS TCP & ModBUS RTU Groups
The properties that define a group of a MODBUS TCP server are:

1 GroupType: Group type, indicates whether the variables are of a register type
or bit. Select ReadHoldingRegisters when the variables are read / write register
(a word, 2 bytes), and ReadCoilStatus type for bit variables .

9 IsSubscribed: Indicates that this group of variables is read continuously. If we
define a group with only variables that will be written and not will be readed we
can leave this property to False value.

1 Name: Is a text describing the contens of the Group, for organization purposes
is better to set a descriptive text.

I UpdateRate: In case of IsSuscribed is set to True this property indicates the rate
in milliseconds for reading the contents of a group. Is appropriate to adapt the
value of this property to the communication type and protocol.

I Variables : Is the property through which we can enlist the variables used. Will
see this property in more detail later.
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OPC Group
Editor de Grupos l B S
Miembros: Propiedades de Grupo3:
0 B 4
1[ Gruped I:' 24/ |
2| Grupob + B OPC Group
lsSubscribed True
MName Grupo3
UpdateRate 1000
Variables Variables
I
H Name l
Nombre del grupo
| Agregar | | Quitar
(o

lllustration 26 i OPC Group
The properties that define a group of an OPC server are:

9 IsSubscribed: Indicates that this group of variables will be read continuously. If we
define a group with only variables that will be written and read is not needed, leave
this property to False.

fName: Name of the group and should be as descriptive as possible for
organizational reasons.

fUpdateRate: If is suscribed property is True, will indicate the rate for reading in
milliseconds for each group. It is advisable to adpat this value to the type of
communication available.

9 Variables : The property through which we can enlist the variables used.

Once we have defined the group we can define variables or records, to do it in the
same window, we have the property Variables in which, if we click on the three-point
button property, appears the definition window for variables or registers.

Editor de Grupos ? 2 1
|| editar de Variables S——— 1 B | o
Miembros: Propiedades de Registro1:
)] Registrol Y Al | = #
ST (1] |
+ B Alamms
[Active Alams) True
Alzms Alarmas
B Features
(Sign) Unsignedinteger
(Value type) Single_Word
B Scaling
Scaling False
E Simulation |
Masimum Value 50
Minimum Value 25
Period Value 10
Simulation Type Incremental
B Variable
MName Registro 1
PLC Variable
I
{Active Alarms)
Indica si activa alamas
| Agregar | | Quitar
L3 Aceptar Cancelar
B ( Concelar_|

Illustration 27 i Create/Edit variables
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e
S

This has the following properties:

1 Active Alarms : Indicates whether to activate alarms for that variable. We show
in more detail in the next chapter.

1 Value Type: Sets the size of the variable. The options are: Single_Word (2
bytes) and Double_Word (4 bytes)

1 Sign: Defines whether the variables are considered signed or unsigned. The
options are: Unsignedinteger - unsigned integer and Signedinteger - signed
integer

1 Name: The symbolic name we give to the variable. Must consist of alphanumeric
characters and contain neither spaces nor symbols.

1 PLC Variable : Identifies the PLC register and must follow the rules and
conventions for the selected plc type.

1 Scaling : Indicates that the value of this register is scaled, i.e. we can specify the
maximum and minimum values for scaling analog values, for example, if we
have a record that will give us the input value of a probe, and on the one hand
we have a signal of 12 bits and the other a probe 4-20 mA. measuring
temperatures between -40 ° C to 60 ° C we should configure these properties
this way:

B Scaling

Maximum Analogic Value 4095

Maximum Scaling Value 60

Minimum Analogic Value 0

Minimum Scaling Value -40

Scaling True
By this way, we have the value scaled, keep in mind that scaled value is used for
alarms, recipes, etc. But val ues i n si. @iinea scaliognis
used.

I Simulation Type : When 'running' a project in design mode, this option allows
you to automatically change the value of the variables. If you choose any type
that not is manual simulation web &ek the following three properties.

1  Maximum value : Is the maximum value that the simulation system will give to
the variable.

T Minimum value : Is the minimum value that the simulation system will give to the
variable.

1 Period value : It is the time, in seconds, of each cycle or state, will influence the
changing speed of the value of the variable.

There are simulations for random, incremental, decremental, Square Wave, Sine

Wave and Triangular Wave. We see in the picture below an example of waves

generated by monitoriza and the signal period for the square wave.
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Value Type property and Sing property only appear when the group is MODBUS
TCP or MODBUS RTU and the kind of group ¢ a n 6 tefinedeas ReadCoilStatus
since this type involves a bit of a internal coil.

Demo: http://www.acimut.com/monitoriza/videos/crear variables/default.html

Once we have created the groups and variables can also edit them by selecting the
corresponding variable or group of variables in the tree at the top of the window
variables and editing their properties in the lower pane of the window.

Variables o Variables o

Servidores.. | | Servidores... |
=-{if Servidor_TCP

& Grupg
=
48Dl HegIstro

: &[5 Grupe5

#-i Servidor_RTU

i} Servidor_OPC

_d Servidor_Datos

il Servidor_Simatic_|S0_57

: #)-Ea) Grupab

#-{if Servidor_RTU

{iif} Servidor_OPC

h Servidor_Datos

“-ffif Servidor_Simatic_|SO_57

FEEN ERICES
5 TCP Group N\ 8 Alams N
GroupType ReadCoil Status (Active Alams) True
lsSubscribed True Marms Alarmas
Mame Grupo1 E Scaling
UpdateRate 1000 Maximum Analogic 4095
. Variables Variables p. Madmum Scaling } 60

Minimum Anzlogic 0
Minimum Scaling V 40
= Simulation
Maximum Value 50
Minimum Value 25
Period Value 10
Simulation Type  Onda Seno
(E Variable
Mame Registro1
\_ PLC Variable Y,

Group Type {Active Alarms)
Tipo del grupo Indica si activa alarmas

lllustration 28 i Edit groups & variables

Variables Event

Once we have defined a variable we can set the alarms associated with that variable
as discussed in the next chapter (alarms) or control the valueChanged event of the
variable.

By both methods we are able to perform actions when the value of a variable
changes.

We will use the alarm method when we want to get a notification for a certain
condition for the value of the variable and will use a valueChanged event when we
want to take an action simply because the value has changed.

To set the valueChanged event we must click on the Events button properties
window for the variable (marked in red in figure).
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Bt
Editor de Variables 5 ‘ ™~ PRl X
Miembros: Propiedades de Registro1:
0— 1 4l | =z
1 Reg\strS =7 i‘ - -
{Active Alarms) True
Mams Alarmas
= Features
{Sign} Unsignedinteger
{Value type) Single_Word
=2 Scaling
Scaling False |I
= Simulation
Mandmum Value 50
Minimum Value 25
Period Value 10
Simulation Type Incremental
= Variable
Mame Registro1
FLC Variable |I
{Active Alarms)
Indica si activa alamas
I Agregar I { Quitar
|
lllustration 29 T Activate event window
Once in the event window we must click the three dots button.
Editor de Variables ‘ i P (|
Miembros Propiedades de Registro1:
SE— e
El Events
ValueChanged
Qcume cuando cambia el valor
I Agregar J { Quitar
I
- —_ —_
lllustration 30 7 Variable event
A code editing Windows will be displayed in order to set the action to perform when
the value of the variable changes.
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-
Code Events Editor o X
Variables/Propiedades « 1 Cédigo 4 b
""LJJ Imports System -

ﬁ:ﬁ SEN(':UF—-I;CP Imports System.Drawing
= "JDF? strol Imports System.Data
% RZQIQL Imports System.Xml
| mE Gmpnﬂg - Inports System.Windows.Forms
H [l 5
e i) Servidor_RTU Imports Microsofrt. ualBasic
+1.L_Itﬂ Sarvidor OPC Imports System.Net . Mail
ﬁﬁ Simati:|§0571 Hamespace Scada L
Public Class Monitoriza 3
Public Sub ValueChanged (ByRef clsVariables &s object)
End Sub
End Class
End Wamespace
4 i s
Ready VB.MET -
(e

Illustration 31 7 Code Events Editor

Our code will run on the communications server of Monitoriza therefore we have
access to all resources on the server where is installed.

ALARMS

Create Alarms

Whenever we want the Scada system notifies us of a certain condition we must set
an alarm. These alarms can check for example if a temperature is above or below a
certain value, the pressure has reached a value or any other aspect that we want to
consider.

Alarms are associated with variables and, are in the variable definition window
where we establish if we bind a variable to an alarm. To do this, when creating or
editing a variable we must set to True the property Active Alarms , then the Alarms
property will appear and by hitting the button with three points we can define the
alarms associated to the variable.

Propiedades de Temperatural:

2
E Alarms
[Active Alams) True

[ Alarmas)
Secaling
Simulation
B Variable

Name Temperatural
PLC Variable

Illustration 32 7 Alarm creation

Associated with a variable we can define one or more alarms depending on the
conditions we want to control.

We must set the message we want to show when defining the alarm, if we store the
event to keep track of which has occurred or if a user needs to validate the alarm,
and the conditions in which an alarm should be fired.
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We can make the evaluation of the alarms by comparison of the variable in which
the alarm is set with a constant value (eg the temperature is less than 40) or may be
interested to compare the variable that is defined in the Alarm system with another
variable (eg if you are monitoring the production of various products can be stored in
a variable that you want to fire the alarm temperatures depending on the product we
are producing). Set the property to Constant or Variable TypeValue respectively for
either case.

Additionally we can define a group of alarms using the AlarmGroup property, this
group of alarms is used to specify user-level permissions, or define the users that
will see that alarms or if they can validate or not as seen in the chapter Users and

Permissions.
Editar de Grupos ? S ]
] Editor de Variables ? X_ l
F Editor de Alarmas [ @ &J
Miembros Propiedades de Temperatura alta:
] Temperatura alta + 41 | = #
e = Alams

Alarm Mezsage Temperatura alta
AlamGroup Temperaturas
Store False
Validate False

El Evaluation
Evaluate by Mayor Que
TypeWalue Variable
UseBit

El Scada
Divider 1
Format 0
Muttiplier 1

E Vanable
Group Grupo5
Server Servidor_TCP
Variable Registrob

UseBit

Numero de bit a utilizar

| Agregar ‘ | Guitar
L I
L4 Cancealar
~—
\

lllustration 33 7 Alarms property window

Let's look in detail by examining each of the properties of the alarm.

1

f
f
f

Store : Defines if the alarm will be stored. In order to store the alarms we must to
define an additional database server with the property Alarms established.

Alarm Message : Alarm message displayed when activated.

AlarmGroup: Permission group linked to the alarm.

Valid ate: If set to True, will require a user to validate in order to hide it in the
window display when no alarm is active. For a properly work in validation it is
necessary to store the alarm. We will see how to define the database, table and
fields in the Save Database point.

Evaluate by : Sets the comparison condition that determines when the alarm is
active. The possible values are: Equal, MoreThan, LessThan and Distinct.
TypeValue: The possible values are constant and variable. Constant is used if
the EvaluateBy property is to compare a absolute value, this value is defined in
the value property. If we want to fire the alarm comparing whith another variable
in the system we must to set the TypeValue property to Variable and the
properties Server, Variable and Group will be used to set the variable used in the
comparation.

Value: Set the value to apply the condition evaluation for the alarm. For example
if we are monitoring the temperature and we define the property value to 40 and
assesses property for a GreaterThan, we activate the alarm if the temperature
value exceeds the value of 40.
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1 UseBit: It allows us to use in isolation of the bits of the variable in the
assessment given (first bit is 0). Clearly, in this case, we can only compare with
the values 0 and 1.

1 Server, Group and Variable: Set the system variable that we will use for
comparison when the TypeValue is set to Variable.

Scada property group allows us to specify the variable value for storage in the
database and therefore for display in the Alarm Viewer.

91 Divider: Display the variable value divided by the number indicated in the
property.

1 Multiplier : Display the variable value multiplied by the number indicated in the
property.

1 Format: Change the appearance of the value of the variable, for example a
format equal to # # .00 variable will cause the display with two decimal places.

Demo: http://www.acimut.com/monitoriza/videos/crear _alarmas/default.html

Alarms Viewer

The alarm display is the centerpiece of notification and validation of alarms that
occur in SCADA project implementation.

P P

Alarma Walar Fecha Hora Validar

Illustration 34 7 Alarm viewer

Whenever an alarm fires, because the conditions stablished in design have been
fullfilled, the display shows alarm, the possible states of the alarm, depending on if
you have set as you need validation or not and these states are represented by
different colors.

1 Red: Indicates that the alarm is active and requires validation, that is, we must
click on the Validate button to indicate that a user has ignored the alarm and

took the appropriate action.
B

Alama Valor Fecha Hora Validar

 Pink: Indicates that the alarm is active and has been validated, i.e. a user has
clicked on the SCADA Validate button.
(oo |

Alama Valor Fecha Hora Validar

Temperalura ata 51 13/01/2009 18:46

1 Yellow: Indicates that the alarm is no longer active but has not yet been
validated.
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ST e

Valor Fecha Hora Validar

Temperatura atta 99 13/01/200918:51 | ...

1 Blue: Indicates that the alarm is active and does not require validation. In this
case not requires validation and disappears at the moment the alarm is no

longer active.
T ——— ]

Alama Walor Fecha Hora Walidar

Temperatura ata %9 13/01/2008 19:12

Demo: http://www.acimut.com/monitoriza/videos/validar_alarma/default.html

Alarm Events

Alarm Events is one of the more important extensibility elements in Monitoriza.

Using the Alarm Viewer, described in the previous section, we have seen that we
have the opportunity to be notified whenever an alarm occurs and we can validate it,
if it is defined that way, so the alarm will appear until the alarm is validated even if
the alarm condition no longer occurs.

The problem is that the Alarm Viewer notify us via a popup window, in the operation
post, that the alarm has occurred, and therefore if you are not controlling the screen
not we realize the alarm.

To solve this issue we have the alarm events, that can be defined as procedures that
are triggered in the server of Monitoriza, whenever an alarm is initiated, completed
or validated.

The typical use of these events is to send a notification that the alarm has entered
into a certain state, for example by sending an email or SMS message. Thus, if we
are controlling, for example, temperature, and this exceeds a certain value we can
send a message to a particular phone or an email message indicating that the
temperature has exceeded the preset value.

While this is a typical use, the truth is that we can do a wide range of actions when
an alarm is set (launch a process in the server, or stop it, record in a database,
invoke a service external to our system ...) so how Monitoriza allows you to define
procedures to be fired when the alarm starts, ends or is validated is programming
the procedure in C # or VB.NET.

Let's see how to do this:

From the Alarms Editor window, we must select the alarm to which we assign events
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oy,
g B
Editor de Alarmas A _ ‘ &I&J
Miembros: Propiedades de Temperatura alta:
] Temperatura alta + 4| |

= Alams
Alam Message Temperatura alta
AlamGroup
Stare False
Validate False

E Evaluation
Evaluate by Mayor Que
TypeValue Constant
UseBit
Value 60

E Scada
Divider 1
Format 0
Muttiplier 1

Alarm Message

Mensaje de Alamma

Agregar ] [ Quitar

lllustration 351 Alarms Editor

Clicking the Events button (in red in the picture) will show the next window

'S B

Miembros Propiedades de Temperatura alta:
K Terpersiachs AR
AlamValidated
I
AlarmStarts
Ocume cuando |a alama comienza
[ Agregar ] [ Quitar
& —

Illustration 36 T Alarms Events

In this Window are three events: AlarmStarts, AlarmEnd and AlarmValidated, that
are the events that will be fired when an alarm situation is started, ended or
validated.

We can bind code to one event or to all. For example, to bind code to the event
AlarmStarts we must click over the three dots button (in red in the illustration) in
order to open the code editor for the event.
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5
Code Events Editor l_‘E_J&
Vanables/Propiedades » 1 Cédigo 4k
= LJJ Tmports System o
=-{iid MDdSUSTC_‘P“ Imports System.Drawing
=1z NDF? o Imports System.Data
i} Registro Imports System.Xml

Imports System.Windows.Forms
Imports Microsoft.VisuwalBasic
Imports System.Net.Mail
MNamespace Scada
Public Class Monitoriza
Pukblic Sub AlarmStarts (ByRef clsVariables ks object)

m

End Sub
End Class
End Namespace

c# il
] VB.NET [ T 3
Ready | VB.NET ~

Illustration 37 i Code Events Editor

In the Code Editor of Events, we can write code in both C # and in VB.NET, by
simply selecting the appropriate menu.

Left panel shows the list of servers, groups and variables that we have defined,
having the ability to drag and drop any of the variables on the editor window in order
to pick up their value or change it.

Here's an example of code used to send an email using a gmail.com account. In the
example we can see that consists in creating a SmtpClient object to set the
connection to the mail server, a MailMessage object that allows us to identify the
sender, recipients, subject and message body. In the example we use the value of
the variable Registrol to compose the message body in the property

MyMailMessage.Body

Imports ~ System

Imports  System.Drawing

Imports ~ System.Data

Impor ts  System.Xml

Imports ~ System.Windows.Forms
Imports  Microsoft.VisualBasic
Imports ~ System.Net.Mail
Namespace Scada

Public Class Monitoriza
Public Sub AlarmStarts(  ByRef clsVariables As object )
Try
'Start by creating a ma il message object

Dim MyMailMessage As New MailMessage()

'From requires an instance of the MailAddress type
MyMailMessage.From = New MailAddress("remitente@gmail.com")

‘To is a collection of MailAddress types
MyMailMessage. To.Add("destinatario@dominio.com")

MyMailMessage.Subject = " Start Alarm Grupol, Registrol"
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Dim strBody As String
strBody =  String .Format("{0}. The variable Grupol, Registrol has
reached the value {1}", Now(), clsVariables.Variables( "ModBusTCP1", "Grupol",
"Registrol”,
MyMailMessage.Body = strBody
‘Createt  he SmtpClient object and specifies the user's credentials
Dim SMTPServer As New SmtpClient("smtp.gmail.com")
SMTPServer.Port = 587
SMTPServer.Credentials = New
System.Net.NetworkCredential("usuario@gmail.com" , "contrasefna")
SMTPServer.EnableSs| = True
'Send the message
Try
SMTPServer.Send(MyMailMessage)
Catch ex As SmtpException
MessageBox.Show("Ex1=" & ex.Message)
End Try
Catch ex2 As SmtpException
MessageBox.Show("Ex2=" & ex2.Message)
End Try
End Sub
End Class
End Namespace

CREATE FORMS

In Acimut Monitoriza Scada to create a project the minimum needed is to define the
communication servers  with PLC and the user interface.

To create the user interface we can design as many forms as we need for our
project and for this we will add any of the controls that are displayed in the Toolbox
window, in any of the tabs: Scada, Design, Windows and User Controls. Also, we
can add controls by dragging, directly from the Variables window, the desired
variable as we can see in a later example.

To add a form to a project, click the button on the toolbar shown below.

) & |J[&=]r

Or select New Form from the File Menu

s iMonitoriza! - Scada Acimut

Archivo | Editar Ver Herramientas Ayuda

1 MNueve proyecto Ctrl+N
EF  Abrir.. Ctrl+A
4 Guardar Ctrl+G

Guardar comao...

| 5] Mueve formulario
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Now, the Monitoriza Editor looks like:

* iMonitoriza! - Scada Acimut. E
Archivo  Editar  Ver Herramientas  Ayuda
DEEHES5 (9~ X & R A RNl SRR R A TR Y R AR
ToolBax ] Formulario 1 4 b x| [Propiedades n
Fomulsrio Controles Formiaro =
= 52 Formulario o lra = @%l ‘ = 4
£ magen E Accesibilidad ~
7 Linea AccessbleDescry
8 Rectangulo AccessbleName
R routo AccessbleRole  Defaut
B Apariencia
BackColor [ Control
Backgroundimage [ (ninguno)
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lllustration 38 i Monitoriza Editor
Now, we have a new form and its properties on the right.
Also note that now we have enabled the editing tools in the toolbar.

Additional forms will be created in new tabs, and also in the Explorer tree on the
right. Closing a tab does not involve deleting a form.
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lllustration 39 1 Project Explorer treeview

The Project Explorer allows, with double click, open a form and using a contextual
menu Delete, Export and Import forms.

Demo: http://www.acimut.com/monitoriza/videos/crear formularios/default.html

As mentioned above, to add controls to the form, we can drag them from the
ToolBox window, as shown int the next illustration.
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lllustration 34- Drag a control from the Toolbox window

Or drag a variable from the Variables window, as shown in the illustration.

lllustration 40 i Drag a control from the Variables window

Dragging a variable has the advantage that in the same operation we are doing two
actions, on the one hand we are designing the form by setting the necessary
controls and on the other hand we are assigning directly the Server, Group and

Variable properties.

By default, dragging a variable, creates a Text control, but clicking on the variable
name we can change the control type associated to the variable, choosing the
appropriate type from the dropdown list that appears.
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